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Falcon Data
Security for SaaS

Discover, label, and lock down sensitive
Microsoft 365 data

Secure sensitive data in everyday Saa$S
collaboration

Saa$S applications have become the collaboration layer where work gets created,
shared, edited, and reused. As sensitive data spreads across these environments, it
can quickly become overexposed through changing permissions, file modifications,
broad sharing, and Al-powered workflows. In Microsoft 365, files in SharePoint and
OneDrive often contain customer records, financial data, employee information,
intellectual property, and other regulated content. As users collaborate and tools like
Microsoft Copilot become part of everyday work, organizations need a consistent
way to identify, label, and protect sensitive information before exposure becomes
risk.

CrowdStrike Falcon® Data Security for SaaS helps organizations identify sensitive
files across Microsoft 365 and protect them with Microsoft Sensitivity Labels. It
discovers sensitive data in SharePoint and OneDrive, allowing users to automatically
apply and manage labels directly from the CrowdStrike Falcon® console. This helps
reduce exposure from oversharing, risky access, and Copilot interactions. With
Falcon Data Security for SaaS, teams can strengthen Microsoft 365 data security
without adding endpoint sensors or new infrastructure.

Key benefits

» Discover sensitive data
in Microsoft 365: Identify
sensitive files across
SharePoint and OneDrive
so teams understand what
data needs protection.

« Automate Microsoft
Sensitivity Labels: Apply
and manage Microsoft
Sensitivity Labels
automatically to help
protect sensitive data at
scale.

* Reduce Copilot exposure:
Help prevent sensitive
data from being exposed
through Microsoft Copilot
by ensuring files are
properly classified and
protected.

» Extend access controls
with just-in-time access:
Support temporary access
to sensitive data based on
data sensitivity, identity,
and risk, helping reduce
standing access to critical
information.

» Protect SaaS data without
added sensors: Secure
Microsoft 365 data through
SaaS-native coverage
with no endpoint sensor
required.
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Key capabilities
Identify Sensitive Data in Microsoft 365

« Sensitive file discovery: Discover sensitive data within Microsoft 365 files stored in SharePoint
and OneDrive.

. Classification as files change: Classify data as files are accessed, modified, or shared so protection keeps
pace with collaboration.

«  Microsoft 365 visibility: Give security teams a clearer view of where sensitive data resides across core
collaboration repositories.

Protect Files with Microsoft Sensitivity Labels

« Automated label application: Automatically apply Microsoft Sensitivity Labels to sensitive files based on
classification and policy.

« Label management from Falcon: Manage Microsoft Sensitivity Labels from within the Falcon console to
streamline SaaS data protection workflows.

+ Policy simulation before enforcement: Simulate labeling policies to validate business impact before moving
to enforcement.

Protect Data from Insider, Adversary, and Al Risk

+ Protect sensitive files: Apply Microsoft Sensitivity Labels to enable protections such as encryption, access
restrictions, and watermarks for sensitive content.

+ Enforce just-in-time access: Integrate with CrowdStrike Falcon® Privileged Access to restrict standing
access and grant authorized users temporary access to sensitive data only when needed.

« Reduce Al exposure: Restrict Microsoft Copilot access to sensitive files to help prevent protected data from
being surfaced through Al interactions.

(Schedule a demo today)

About CrowdStrike

CrowdStrike (Nasdaq: CRWD), a global cybersecurity leader, has redefined modern security
with the world’s most advanced cloud-native platform for protecting critical areas of enterprise
risk — endpoints and cloud workloads, identity and data.

Powered by the CrowdStrike Security Cloud and world-class Al, the CrowdStrike Falcon®
platform leverages real-time indicators of attack, threat intelligence, evolving adversary
tradecraft and enriched telemetry from across the enterprise to deliver hyper-accurate
detections, automated protection and remediation, elite threat hunting and prioritized
observability of vulnerabilities.

Purpose-built in the cloud with a single lightweight-agent architecture, the Falcon platform
delivers rapid and scalable deployment, superior protection and performance, reduced
complexity and immediate time-to-value.

CrowdStrike: We stop breaches.

Learn more: https://www.crowdstrike.com/
Start a free trial today: https://www.crowdstrike.com/free-trial-guide/
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