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Use Case

Falcon Shield:
SaaS Security for Healthcare

Protect patient data

Hospitals and medical facilities are increasingly adopting software as a service (SaaS) applications to
store patient records and files and manage employee records, making it critical for them to secure these
applications. Failure to secure protected health information (PHI) data could result in loss of patient trust
and severe government fines.

CrowdStrike Falcon® Shield provides the widest SaaS application security coverage, offering out-of-the-
box integrations with over 150 applications that oversee day-to-day operations and store highly sensitive
data for a long period of time. The Falcon Shield SaaS security solution improves the security posture of
the entire Saa$S stack. It alerts security teams when high-risk configurations are changed, monitors users
and devices accessing SaaS applications, and reviews permission settings for every connected app.
Most importantly, it identifies threats from across the SaaS stack, enabling SOC teams to get ahead of
incidents.

Benefits of SaaS security posture
management (SSPM)

Secure PHI and employee data
e Detect threats from across the SaaS stack
« ldentify high-privilege users using low-hygiene devices
e« Correlate SaaS settings to support HIPAA compliance efforts
. Prevent high-risk connected app access
« Detect and prevent data leakage

Use case spotlight

Securing PHI Y, Y Wo
PHI is often stored in customer relationship -
management (CRM) systems, such as Salesforce. This =
includes medical data, appointment information, and ﬂ: e T E—
insurance data as well as Social Security numbers and O

other personally identifiable information (PIl). Falcon
Shield monitors the configuration settings of the
world’s most important CRM systems to ensure that
the personal data contained within the applications is
never exposed.
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Right-sizing access

Role-based access to medical records is a well-
established practice, preventing unauthorized
individuals from viewing sensitive patient information.
By adhering to the principle of least privilege (POLP),
employees are granted access only to the resources
essential for their specific roles. Using Falcon Shield, we— L
organizations can monitor users and their permissions R = vt et - |
and reduce the attack surface by limiting employee
access within applications.
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Supporting HIPAA compliance

Healthcare facilities must adhere to HIPAA compliance
to satisfy their regulatory requirements. Using Falcon
Shield, security teams can see how each application’s s R
security settings compare to the different standards. R Moot o
The user interface is designed to mirror compliance
requirements, making it easy for users to compare
their security posture with their chosen standard.

Health Insurance Portability and
Accountability Act (HIPAR)
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See your SaaS security posture in
minutes

1. Connect SaaS applications via API

2. See initial application security posture scores within minutes
3. Identify high-risk configurations

4. Remediate risk

5. Improve application security posture

Learn more


https://www.crowdstrike.com/platform/falcon-shield/
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About CrowdStrike

CrowdStrike (Nasdaq: CRWD), a global cybersecurity leader, has redefined modern
security with the world’s most advanced cloud-native platform for protecting critical
areas of enterprise risk — endpoints and cloud workloads, identity and data.

Powered by the CrowdStrike Security Cloud and world-class Al, the CrowdStrike
Falcon® platform leverages real-time indicators of attack, threat intelligence, evolving
adversary tradecraft and enriched telemetry from across the enterprise to deliver
hyper-accurate detections, automated protection and remediation, elite threat hunting
and prioritized observability of vulnerabilities.

Purpose-built in the cloud with a single lightweight-agent architecture, the Falcon
platform delivers rapid and scalable deployment, superior protection and performance,

reduced complexity and immediate time-to-value.

CrowdStrike: We stop breaches.

Learn more: https://www.crowdstrike.com/

Start a free trial today: https://www.crowdstrike.com/free-trial-quide/
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