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Use Case

Falcon Shield:
SaaS Security for Tech Companies

Implement agile security

Code sits at the heart of every tech company. Using software as a service (SaaS) tools like GitHub, Jira,
ServiceNow, and ShiftLeft, they develop, test, and optimize their code. However, the very SaaS tools that
enable high levels of collaboration and communication can undermine these efforts. Recent repository
breaches have demonstrated just how sensitive fragile share settings can be. Code that has taken months
and millions of dollars to develop can be stolen in a moment.

The CrowdStrike Falcon® Shield SaaS security posture management (SSPM) solution improves the
security posture of the entire SaaS stack, from workflow tools to storage repositories. It alerts security
teams when high-risk configurations are changed, monitors users and devices accessing SaaS
applications, and reviews permission settings for every connected third-party app. Most importantly, it
identifies threats from across the SaaS stack, enabling SOC teams to get ahead of breaches.

Benefits of SSPM

e« Secure high-risk misconfigurations

. Detect threats from across the Saa$S stack

« Identify high-privilege users using low-hygiene devices

e Correlate SaaS settings to support SOX compliance efforts
e Prevent high-risk connected app access

. Detect and prevent data leakage
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Support SOX compliance

Tech companies often adhere to SOX compliance to satisfy their regulatory requirements. Using
Falcon Shield, security teams can see how each application’s security settings compare to the
different standards. The user interface is designed to mirror compliance requirements, making it
easy for users to compare their security posture with their chosen standard.
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See your SaaSs security posture in
minutes

1.  Connect SaaS applications via API
2. Seeiinitial application security posture scores within minutes

Identify high-risk configurations

B o®

Remediate risk

5. Improve application security posture

Learn more


https://www.crowdstrike.com/platform/falcon-shield/
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About CrowdStrike

CrowdStrike (Nasdaq: CRWD), a global cybersecurity leader, has redefined modern
security with the world’s most advanced cloud-native platform for protecting critical
areas of enterprise risk — endpoints and cloud workloads, identity and data.

Powered by the CrowdStrike Security Cloud and world-class Al, the CrowdStrike
Falcon® platform leverages real-time indicators of attack, threat intelligence, evolving
adversary tradecraft and enriched telemetry from across the enterprise to deliver
hyper-accurate detections, automated protection and remediation, elite threat hunting
and prioritized observability of vulnerabilities.

Purpose-built in the cloud with a single lightweight-agent architecture, the Falcon
platform delivers rapid and scalable deployment, superior protection and performance,

reduced complexity and immediate time-to-value.

CrowdStrike: We stop breaches.

Learn more: https://www.crowdstrike.com/

Start a free trial today: https://www.crowdstrike.com/free-trial-quide/
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