0 Prompt injection (PI), the #1 OWASP security risk for
GenAl apps, is a type of attack where attacker

instructions cause unwanted behavior. Protecting

against Pl requires understanding the diverse attacker

methods exhibited in this graphic. New Pl methods

emerge daily.

CrowdStrike researchers study emerging methods

extensively, developing the taxonomy shown here —

distinguishing injection methods (how attacks reach

the LLM) from attacker prompting techniques

(techniques the attacker can use with those

instructions). Both taxonomy dimensions feature a

logical hierarchy of categories. All Pl methods fall into

one of the four color-coded classes shown at the

top right.
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The prompt injection attack space is constantly evolving.
To learn more about Pl methods and how to combat attacks

on Al, visit crowdstrike.com/explore/interactive-taxonomy/
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