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Big game hunting (BGH), targeted intrusions, and
hacktivism remain key threats to the retail sector.
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Exploit legitimate credentials to gain access and
extend presence without raising alarms

Adapt sophisticated hands-on-keyboard attacks
to evade detection

Focus on cross-domain tradecraft to maintain
persistence, move laterally, and exfiltrate data

ldentified in April 2023, this
adversary is behind Akira
ransomware and a leak site,
using repurposed software and
open-source tools for attacks.
The group exfiltrates data and
encrypts files to extort victims.

- Do you know who is targeting you?

- Are you prepared for the latest adversarial tactics and techniques?

This BGH adversary operates
PLAY ransomware and the
GRB_NET tool for evasion.
The group initially exploited
WordPress vulnerabilities

but now uses a novel method,
OWASSREF, for remote

code execution.

This adversary targets retaill

by leveraging sophisticated
social engineering techniques
to capture user credentials.
The adversary often targets
accounts belonging to IT
personnel to gain access

to tools that assist with

lateral movement and
account compromise.

- Are all of your user credentials, cloud assets, and endpoint assets protected?

Visit the or download the
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https://www.crowdstrike.com/adversaries/punk-spider/
https://www.crowdstrike.com/adversaries/recess-spider/
https://www.crowdstrike.com/adversaries/scattered-spider/
https://www.crowdstrike.com/en-us/adversary-hub/
https://www.crowdstrike.com/en-us/global-threat-report/

