
STAT E  O F  A I  I N
CYB E R S ECU R I T Y  SU RV EY
CrowdStrike surveyed over 1,000 cybersecurity professionals 
about generative AI (GenAI). Here’s what they said.

A Platform-Based Approach 
to GenAI Is Preferred

It’s About Augmenting, 
Not Replacing Security Teams
Top Security Workflows for GenAI 

More Guardrails 
Are Required for Safe, 
Responsible GenAI 
Adoption 

See the Full Results
Download the CrowdStrike State of 

AI in Cybersecurity Survey.

Measurable ROI 
Is More Important 
Than Cost

Security Teams Want GenAI 
Built by Cybersecurity Experts  

#164% 7/10 80% 63%

say GenAI could 
be the deciding factor 
in a security platform 

purchase

requested feature for 
GenAI tools is platform 

integration

of security teams 
only want GenAI if it’s 

part of a platform

 Top 3  Purchase Drivers for GenAI Security 
#1 	 To improve my organization’s ability to detect and 

	 respond to attacks

#2 	 To improve my organization’s operational efficiency 

#3 	 To mitigate the impact of skills shortages

Top-Ranked Economic 
Concerns around 
GenAI adoption:  

Top GenAI Security 
Concerns:  

Top Security Workflows for GenAi ToolsTop Security Workflows for GenAi Tools

Top Security Workflows for GenAi ToolsTop Security Workflows for GenAi Tools

Top Security Workflows for GenAi ToolsTop Security Workflows for GenAi Tools

Threat intelligence 
analysis/summarization

Assisted 
investigations

Automated 
response

Assisted exposure 
management

Enabling self-service 
answers across the 

organization

Writing/editing 
queries

These statistics are based on a survey CrowdStrike commissioned from June-July 2024 of 1,000+ global cybersecurity professionals.
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#1 	 Quantifying the ROI of 
	 GenAI spend

#2 	 Standalone GenAI tools 
	 are too expensive

#3 	 Unpredictable or confusing 
	 pricing models

#1 	 Sensitive data exposure to 
	 large language models (LLMs)

#2 	 Adversary attacks on GenAI tools

#3 	 Lack of built-in guardrails 
	 or controls 

#4 	 AI hallucinations 

#5 	 Insufficient GenAI policy  
	 regulations 

https://www.crowdstrike.com/en-us/state-of-ai-survey/
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