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Train the way you fight and prepare for the

most sophisticated adversaries

BUILD CONFIDENGE IN'YOUR INCIDENT
RESPONSE PLANS

Adopting a proactive approach to cybersecurity is essential in today’s global
threat landscape. You may have an incident response (IR) planin place for a
cyberattack, but how confident are you that your plan will be effective when it
comes to responding to a real incident and stopping a breach from impacting
your business?

Running simulation exercises enables you to take a proactive approach and
test your IR plans across your organization to determine your cybersecurity
readiness.

REVIEW YOUR TEAM'S ABILITY
T0 RESPOND

A CrowdStrike® Tabletop Exercise will present an incident scenario that has
been tailored to your unique environment and operational needs. CrowdStrike
Services will facilitate a discussion among your response team about what
actions are required, who is responsible for them, who needs to be notified and
how to coordinate multiple moving parts. At the end, you will receive areport

highlighting strengths and opportunities to improve. The CrowdStrike Services

team takes pride in realism, drawing inspiration for each scenario from years of

experience as incident responders and from what the CrowdStrike Intelligence

team has observed.

KEY BENEFITS

Gain response experience:
Practice responding to
realistic incidents without
having to suffer the real-world
consequences

Identify capability gaps:
Atabletop simulationis an
effective step to understanding
what is working and what is not

Increase response familiarity:
Become familiar with your
response plans and identify
where they can be improved

Train the way you fight:
Experience real-life scenarios
taken from CrowdStrike’s
threat intelligence and incident
response practices
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This in-depth experience responding to targeted threats provides a real-world
perspective thatis infused into the exercises. Whether running a simulation for

your security operations center (SOC) or for your business leaders, CrowdStrike
remains focused on ensuring that the scenario, available information and decision
points mirror realistic challenges that your organization may face. This commitment
allows your participants to fully engage in the scenario, coming together in the face
of adversity to overcome the kinds of obstacles that modern threat actors are likely
to place in your way. Through this process, CrowdStrike Services helps you identify
what works well and where your team needs to improve.

KEY SERVICE FEATURES

= Unique scenarios: CrowdStrike develops tabletop exercise scenarios from
scratch, designing each one to focus on your objectives.

m  Expert facilitators: CrowdStrike facilitators help keep your team engaged
and bring the scenarios to life. They challenge your participants to work
together, share their experiences of how similar organizations have tackled
similar challenges, and keep conversations on track.

= The ultimate learning experience: The best way to learnis by doing, and
CrowdStrike simulations offer the opportunity to do exactly that in a safe
environment.

= Threat briefing: If desired, the CrowdStrike Services team can provide a
brief threat briefing — tailored to your organization — to set the stage for the
exercise and ground the scenario in reality.

ABOUT CROWDSTRIKE SERVIGES

CrowdStrike Services delivers Incident Response, Technical Assessments, Training, and
Advisory Services that help you prepare to defend against advanced threats, respond to

widespread attacks, and enhance your cybersecurity practices and controls.

We help our customers assess and enhance their cybersecurity posture, test their
defenses against real-world attacks, respond to incidents, accelerate forensic

WHY CHOOSE
CROWDSTRIKE?

CrowdStrike Services
guides you through areal-
world incident scenario as a
discussion-based tabletop
exercise.

Expertise and experience:
When conducting exercises,
realism matters. The
CrowdStrike Services team’s
deep experience brings a
real-world perspective, helping
to maximize the value of the
exercise to your participants.

Tailored to the audience:
Each exercise reflects whoiis
participating and what they
need to learn. An exercise for
technical responders will focus
oninvestigative technigues,
scoping and escalation,
whereas an exercise for
managers will cover reputation
management, legal issues and
the challenges of decision-
making with incomplete
information.

investigations, and recover from a breach with speed and precision. Harnessing the
power of our Security Cloud and the CrowdStrike Falcon® platform, we help you protect
critical areas of enterprise risk and hunt for threats using adversary focused cyber threat
intelligence to identify, track and prevent attacks from impacting your business and brand.

CrowdStrike: We stop breaches.

Learn more at www.crowdstrike.com/services/
Email: services@crowdstrike.com
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