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INTRODUCTION

CrowdStrike Falcon Device Control™ enables safe and accountable USB device
use across your organization. Built on the CrowdStrike Falcon® platform, it uniquely
combines visibility and granular control, allowing administrators to ensure that only
approved devices are used in your environment. When used with Falcon Insight™,
CrowdStrike's endpoint detection and response (EDR) solution, visibility is extended
toinclude historical detailed logging and reporting capabilities.

This user guide allows you to realize the value of device control in context with the rest
of the Falconinterface. In this guide, we explore a few use cases for the Falcon Device
Controlmodule to help you easily create, enforce and maintain policies using a simple,
centralized approach.
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GETTING STARTED

In this guide, we introduce you to the USB device management process to get you started. For
amore in-depth understanding of Falcon Device Control configuration options, refer to the
USB Device Control Feature Guide in the Falcon console.

Applying a device control policy to a system or systems has two basic steps:

1. Createapolicy
2. Apply that policy to a group

After logging in to the CrowdStrike Falcon user interface (Ul), you can access the USB Device
Control policies in the Configuration App. Creating a device control policy is simple. All policies
can be managed from the policy page. The policy page allows you to create hierarchical
policies to ensure the right devices receive the correct policies.

To get started, click on the Falcon logo in the upper left corner and navigate to “USB Device
Policies.”



https://falcon.crowdstrike.com/documentation/37/device-control
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CREATING A DEVICE CONTROL POLICY

On the “USB Device Policies” page, click the “Create new policy” button in the upper right.

Next, select the “Platform” (Windows or Mac), give the new policy a “Name” and “Description
(Optional)” and then select the “Mode.”




Falcon Device Control Trial Guide

After you fill in the details, click “Create Policy” to be sent to the “Policy details” page, which
lists the various USB class types. Policy settings can be set according to specific class types
or by using the “Any class” option near the top. The different class types include “Audio/Video”
(e.g., cameras and microphones), “lmaging” (e.g., digital cameras), “Mass storage,” “Mobile”
(e.g., cell phones), “Printers,” and “Wireless” devices. You can see the default settings are set to
“Fullaccess” in the “Permissions” column. (“Mass storage” is set to “Read, write and execute”
by default, which is the same as “Full access.”)
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As an example, let’s block all mass storage devices on a Mac for this particular policy. Select
“Mass storage” to expand its configuration options (clicking on any class will expand its
configuration options). Note that while all other classes offer two permission options — “Full
access” or “Full block” — the mass storage device class offers additional options that provide
more flexibility.

Let's change this policy so that mass storage devices in this policy are all blocked by selecting the “Full
block” radio button. After making any change to a policy, a banner will appear reminding the user that there
are unsaved changes. Scroll to the bottom of the page and enable “End User Notifications” (this will make
validating the policy easier).




Falcon Device Control Trial Guide

After making a change to the policy, scroll to the top of the page (if necessary) and select
“Save.” Because this is a new policy, there is one more step after making changes and saving it:
The policy must be set to “Enable” before it will be applied.

Let’s quickly review this example policy. The platform selected was Mac systems. The policy
to block all mass storage devices was chosen, saved and enabled. The policy must now be
assigned to a host group.
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USING ASSIGNED HOST GROUPS

Recall that changes to the policy were made on the “Settings” tab. A quick way to pivot to
host groups is to use the “Assigned Host Groups” tab. Clicking on it shows that no groups are
currently assigned to this policy. Let’s change that.

On the right-hand side of the “Assigned Host Groups” tab, there is an “Add groups to policy”
button. Select the “+” icon to add the policy to existing groups or pivot to the “Groups” page in
the Host Management app.
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If host groups already exist, a page will open to allow you to apply the new USB device policy
to those existing host groups. For this example, create a new host group by selecting the “Go
to Groups page” link at the bottom center of the page.

Onthe “Groups” page, find the “Add New Group” button on the right side of the page and click
the “+”icon.
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Hosts can be added to a group through multiple criteria, either dynamically through user-
defined filters, statically through static host ID or statically by hostname. For this example,
let’'s add systems dynamically. Dynamic host groups will automatically add systems that meet
the selected criteria. This option allows policies to automatically be applied to new systems
brought into the organization that meet the dynamic criteria, reducing the need to manually
add systems to policies or groups.

Select the radio button that best fits your requirements.

Note: If this is your first time testing Falcon Device Control, testing on specific hosts is easy.
Simply select the radio button “Static by host ID,” then select your specific test system.

Select “Add Group” after filling out the “New Group Details.”
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CONFIGURING GROUPS FOR USB DEVIGE GONTROL

In this example, the next step is to add attributes to the newly created group. Select the “Add
Group” button from the “New Group Details” pop-up to be taken to the group details page.

Scroll to the bottom of the “Details” page to add hosts to this new group. Note that no hosts
have been assigned to this group; to change that, click the “Edit assignment rule” button.

Multiple attributes can be used to assign hosts to a group. In a static group you can simply
select the specific host. Recall that in this example, the policy was configured as a dynamic
group that will add systems according to platform. You can see below that all Mac systems will
be automatically added to this group.

After adding systems, either statically or dynamically, click “Save” in the upper right.
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You'll now be returned to the “Group Details” page and see that two systems have been added
to the sample policy. Note that while systems have been applied to this group, no policies have
yet been assigned to it. To add the sample USB policy to this group, click the edit icon to the
right of the “USB Devices Policies” section.

Onthe “USB Device Policies” page, select the platform you want to add a policy to (in this case
it's under “Mac Policies”). Then click the “Edit to Add a Group” button.
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The “Policy assignment” page will open, showing that no groups have yet been assigned to
this policy. To change that, click the “+ Add groups to policy” button.

A dialogue box will open with all available policies. Locate the policy created in Step 1, select
the box, then click the “Add Groups to Policy” button.

Back on the “Policy assignment” page, you can now see that this policy is assigned in one
group. Click the “Open in Groups” button to validate that the group is correct.

Back on the “Groups” page, you can see that the policy has been assigned to this group. Any
new Mac system coming online in the organization will be assigned this USB device control
policy.
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TESTING

To test the policy, first validate that the host has been assigned the correct USB
device policy by navigating to the Hosts - Host Management page and filtering
for your host(s). In the “USB Device Policy” column, you should see that the newly
created policy has been applied. If you don’t see this column, click on the column
editor in the upper right corner and check the box next to “USB Device Policy.”

Here you can see that the
policy has been applied and is
ready to test.

Onyour test host, plugina
USB device. With both “End
User Notifications” and a fulll
block policy enabled, you
should see a CrowdStrike
Falcon sensor pop-up appear,
indicating that this device has
been blocked.
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CREATING AN EXCEPTION IN'A USB DEVIGE POLICY

USB device policies often have exceptions. For example, blocking all mass storage devices
might make mandatory tasks more difficult than necessary. For this reason, you have the
option to create exceptions for USB device policies. Navigate back to the “USB Device
Policies” page to see how this works.

Now open the policy previously created by hitting the “Edit Policy” button to the right of the
desired policy.
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Notice that under each device class, there is an “Exceptions” column. Scroll down to the “Mass
storage” Class and expand it to reveal the “Add Exception” button.

The “Add USB device exception” dialogue box opens, where a “Combined ID” can be used to
create an exception.
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To get the combined ID of devices in your organization, navigate to Investigate - USB Device
Control- Device Usage by Host.

Once on the “Device Usage by Host” page, filter using the “Platform” dropdown and select
“Mac.

”

Click the “Device Usage History” area on any of the blue text to open the “USB Device Usage”

page for that specific device and to find that device’s “Combined ID” for use in creating an

exception.
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Copy the “Combined ID” and navigate back to “Add USB device exception” on the “USB
Device Policies” page. Select the “Combined ID” radio button, paste in the combined ID from
the “USB Device Usage” page, select the “Permissions” you'd like to grant in the exception, and
select “Add Exception.”

You'll be returned to the “Policy” page where the exception is listed under the specific “Class”
in which it was created. In this example, it's in the “Mass storage” Class.

After the policy has been updated, the user may still see a notification if any restrictions were
still enabled for the exception. In this example, this mass storage was allowed to be used, but
the ability to execute directly from the device was removed.
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SUMMARY

Unlike many security products, CrowdStrike Falcon already leverages the existing
console and agent seamlessly integrating device control into existing workflows.
Falcon Device Control centralizes visibility, policy creation and management in the
Falcon console.

ADDITIONAL RESOURCES

Falcon Device Control User Guide

Falcon Device Control Demo Video

ABOUT CROWDSTRIKE

CrowdStrike, a global cybersecurity leader, is redefining security for the cloud era with an
endpoint and workload protection platform built from the ground up to stop breaches. The
CrowdStrike Falcon® platform’s single lightweight-agent architecture leverages cloud-scale
artificial intelligence (Al) and offers real-time protection and visibility across the enterprise,
preventing attacks on endpoints and workloads on or off the network. Powered by the
proprietary CrowdStrike Threat Graph®, CrowdStrike Falcon correlates upward of 1trillion
endpoint-related events per day in real time from across the globe, fueling one of the world’s
most advanced data platforms for security.

© 2020 CrowdStrike, Inc. All rights reserved.



https://falcon.crowdstrike.com/support/documentation/37/device-control-feature-guide
https://youtu.be/CYnZdztL21k?list=PLtojL19AteZv3oYq8_jD_0J5vNvxdGDDs
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