CrowdStrike Services
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STOPPING BREACHES IS GROWDSTRIKE'S FOGUS WHY CHOOSE
CROWDSTRIKE?

The CrowdStrike® Services teamis at its strongest when investigating advanced persistent
threats by leveraging a combination of highly skilled forensic consultants, in-depth threat
intelligence and exceptional technology. This approach allows the Services team to

efficiently investigate and contain large-scale attacks across highly distributed enterprises. el ol S ol L

CrowdStrike Falcon® platform
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Services team strives to reduce the duration and manage the cost of forensic and recovery vendors can take days or weeks to

engagements with speed and precision. ship servers, load software and fly in
consultants.
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Ensure lower-cost forensic and recovery engagements

Achieve reduced adversary impact
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REDUCING LOSSES RELATED TO CYBER CLAIMS
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« Espionage and theft of intellectual

property

«Large-scale and enterprise-wide

targeted attacks

- Targeted destructive attacks (e.g.,

Shamoon, NotPetya, Dustman)

ECRIME ADVERSARIES

« Enterprise-wide, large-scale

breaches by eCrime actors such
as MUMMY SPIDER, WIZARD
SPIDER, INDRIK SPIDER and
more

« Highly persistent malware used

togainand sellaccess, suchas
Emotet

»Ransomware such as REvil,

Ryuk, BitPaymer and
DopplePaymer

»Banking Trojans such TrickBot,

DanaBot, BokBot and Dridex
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CrowdStrike Services delivers Incident
Response, Technical Assessments, Training,
and Advisory Services that help you prepare
to defend against advanced threats, respond
to widespread attacks, and enhance your
cybersecurity practices and controls.

We help our customers assess and enhance
their cybersecurity posture, test their defenses
against real-world attacks, respond to incidents,
accelerate forensic investigations, and recover
from a breach with speed and precision.
Harnessing the power of our Security Cloud and
the CrowdStrike Falcon® platform, we help you
protect critical areas of enterprise risk and hunt
for threats using adversary focused cyber threat
intelligence to identify, track and prevent attacks
from impacting your business and brand.

CrowdStrike: We stop breaches.

Learn more at www.crowdstrike.com/services/
Email: services@crowdstrike.com
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