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Key benefits

Reduced cost and complexity of 
digital risk protection needed to 
protect your organization’s brand 
and reputation

Unrivaled monitoring and 
expertise covering criminal 
forums, marketplaces, exposed 
data sites and newly created 
criminal infrastructure

Expert assistance in triaging, 
assessing and responding to 
threats potentially affecting your 
brand, identities and sensitive 
data

Unparalleled mitigation efforts 
and efficacy with expert 
takedown recommendations

Fast time-to-value — start 
monitoring external threats 
immediately with expert-driven 
optimizations

Improved productivity and 
efficiency of your security staff, 
powered by unique insights from 
CrowdStrike experts

CrowdStrike Falcon® Intelligence Recon+ simplifies the process of scanning for external 
threats to digital assets that can impact the organization’s brand, employees and 
reputation. CrowdStrike threat experts monitor malicious activities on restricted forums, 
marketplaces, messaging platforms, data leak sites and more. This provides relevant 
and timely warnings so security teams can mitigate discovered digital risks before they 
become serious problems. 

After providing their assessments, Falcon Intelligence Recon+ experts recommend 
effective mitigation steps, allowing security teams to take quick, decisive action to prevent 
and detect future threats. By offloading this effort to CrowdStrike, Falcon Intelligence 
Recon+ increases the effectiveness of your security team while reducing the time, skills 
and effort required to minimize your organization’s digital risk. 

Key capabilities

Deep Expertise

Cybercriminals continuously adapt their attack techniques to evade modern defenses. 
Falcon Intelligence Recon+ provides your team with direct access to a CrowdStrike expert 
with proven effectiveness in identifying and stopping the latest threats across the criminal 
underground. Further, CrowdStrike analysts triage threats to your organization and 
minimize false positives so your team can address verified and actionable threats. Along 
with threat notifications, they provide expert guidance to prevent and detect future threats.

Unrivaled Coverage

CrowdStrike experts find the underground threats that could impact your business. They 
have unmatched  visibility into millions of hidden webpages and restricted sites on the 
open, deep and dark web. They can uncover common fraudulent domain registrations 
that adversaries use to launch phishing attacks and deliver malicious content against your 
users and customers. With Falcon Intelligence Recon+, you receive weekly expert insight 
into underground trends so your team can keep pace with the vast and dynamic criminal 
underground. 

Mitigate with Assistance

The origin and sophistication of digital threats can be broad and complex. CrowdStrike 
experts help you choose the most practical and impactful mitigation steps for various 
types of digital risks. Additionally, if the malicious infrastructure is outside the control of 
regular authorities, CrowdStrike can inform a broad array of technology partners to block 
the malicious site. 
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About CrowdStrike

CrowdStrike (Nasdaq: CRWD), a global cybersecurity leader, has redefined modern security with the world’s 
most advanced cloud-native platform for protecting critical areas of enterprise risk — endpoints and cloud 
workloads, identity and data. 

Powered by the CrowdStrike Security Cloud and world-class AI, the CrowdStrike Falcon® platform leverages 
real-time indicators of attack, threat intelligence, evolving adversary tradecraft and enriched telemetry from 
across the enterprise to deliver hyper-accurate detections, automated protection and remediation, elite threat 
hunting and prioritized observability of vulnerabilities. 

Purpose-built in the cloud with a single lightweight-agent architecture, the Falcon platform delivers rapid and 
scalable deployment, superior protection and performance, reduced complexity and immediate time-to-value.

CrowdStrike: We stop breaches.
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Falcon Intelligence Recon vs. Falcon Intelligence Recon+

Falcon Intelligence Recon Falcon Intelligence Recon +

Monitoring of Criminal Forums √ √

Detection of Domain Abuse √ √

Vulnerability Exploit Intelligence √ √

Cybercrime Reports √ √

Assigned CrowdStrike Expert √

Identification of Monitoring Needs √

Managed Detection Rules √

Alert Triage and Assessment √

Mitigation Recommendations √

Monthly Summary Report √

Quarterly Threat Briefings √

Use cases for Falcon Intelligence Recon+ digital risk protection

Brand protection: Discover activities associated with domain impersonations and other fraudulent 
interactions affecting your brand.

Data leak discovery: Detect compromised credentials and theft of sensitive data, personally 
identifiable information and bank card information from data leaked on the open, deep and dark web.

Supply chain monitoring: Combat threats to your suppliers by exposing chatter, phishing 
campaigns, counterfeit websites and more.

Executive protection: Monitor threats, impersonations and phishing attempts against VIPs and 
executives.

Tools and infrastructure: Identify tools, malware and exploits discussed or for sale on criminal 
forums and markets.

Visit the Falcon Intelligence 
Recon webpage

https://twitter.com/CrowdStrike?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://www.facebook.com/crowdstrike/
https://www.instagram.com/crowdstrike/?hl=en
https://www.linkedin.com/company/crowdstrike
https://www.youtube.com/channel/UCsRdY9CtEVWTNO4ulwfzqVA
https://www.crowdstrike.com/
https://www.crowdstrike.com/
https://www.crowdstrike.com/products/threat-intelligence/falcon-intelligence-recon/

